Critical Infrastructure Partnership Advisory Council 

water sector risk assessment methodology / standard examination Workgroup DRAFT 

Charter  I.  Background, Establishment, and Designation  American National Standards Institute

Establishment: The Critical Infrastructure Partnership Advisory Council (CIPAC) Water Sector Risk Assessment Methodology / Standard Examination Workgroup (hereinafter Workgroup) is convened by the Water Sector Coordinating Council (SCC) and Government Coordinating Council (GCC).   

Designation: The Workgroup intends to examine all components of the J100 Standard in order to determine the need for modifications to existing water sector risk assessment methodologies. 

The Secretary of the Department of Homeland Security exempted CIPAC and its workgroups from the requirements of the Federal Advisory Committee Act.   

II. Objectives   The Workgroup has two objectives.  Examine the J100 Standard and existing water sector risk assessment methodologies. Specific emphasis during this examination will be given to the J100 Standard's:   Mandatory Assignment of Threat - Conditional Assignment, Best Estimate, and Proxy Measure (Section 4.5 and Appendix F);   Mandatory Resilience Calculations (Section 4.6);  Asset Level (4.6.2);  Utility Level (4.6.2); and  Asset Resilience Metric (4.6.2.1).   Non-Mandatory Utility Resilience Analysis Approach (Appendix H)  Utility Resilience Index;  Operational Resilience Index; and  Financial Resilience Index.   Mandatory Standard Threats (Section 4.2 and Appendix E).   Determine if upgrades based on the J100 Standard to all three or any one existing water sector risk assessment methodology are necessary and beneficial to users of ARAM-W, SEMS, and VSAT.    

III. Scope of Activities  The Workgroup is expected to:  identify questions to be addressed and analyses to be conducted in order to meet the objectives of the Workgroup, as stated above.  Where possible, EPA will provide technical assistance to the Workgroup through Agency and contractor resources by obtaining data and conducting analyses requested by the Workgroup;   consider data and information from other sources that serve to inform Workgroup questions, including that obtained from utilities that used RAM-W (ARAM-W), SEMS, and VSAT; and   provide prioritized recommendations, if necessary, to EPA and DHS on potential J100 Standard associated modifications to ARAM-W, SEMS, or VSAT.   

IV. Membership 

In total the Workgroup will be comprised of 9 members with representation focused on public and private drinking water and wastewater utilities, associations, state drinking water and primacy agencies, EPA, DHS, and other federal, state, and local agencies as appropriate.  It is anticipated that the Workgroup will also have subject matter experts.  The Water Sector Coordinating Council will have 3 representatives with the remaining representation coming from the Government Coordinating Council.  Workgroup representatives may be selected from sitting members of the Council, association staff and/or their membership, and other experts. 

V. Operating Procedures and Ground Rules 

The Workgroup is expected to follow the Workgroup Operating Procedures and Ground Rules (see attached). 

VI. Schedule and Duration 

The Workgroup is expected to complete its activities by April 15, 2011. The following is a suggested timeframe for the Workgroup activities. The Workgroup will develop a more detailed project plan and the timeline below may be modified. 

February 21, 2011 - Review and approve charter. 

February 28, 2011 - Identify CIPAC members for the Workgroup.  

Weeks 1-2 March 2011 - Conduct a facilitated Workgroup "kick-off" conference call.  

Weeks 2-3 March 2011 - Hold a 2 to 3 day in-person, facilitated Workgroup meeting. 

Weeks 3-4 March 2011 July 2011 - Conduct a follow-up / final Workgroup conference call. 

Weeks 1-2 April 2011 -   CIPAC Workgroup provides its recommendations to EPA and DHS. 
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OPERATING PROCEDURES 

This document sets out the procedures the Workgroup intends to follow.   I. Participation  

General 

The Workgroup will consist of water utility representation, association staff and federal, state and local government representatives.  The SCC and the GCC will each select their representatives for the Workgroup.  The number of representatives attending a particular meeting is expected to vary depending on the meeting agenda. The Workgroup will have two co-chairs (one water sector representative and an EPA representative). 

Expectations 

Direct participation of all members is essential to the success of the Workgroup. For that reason, members are asked to make every effort to attend in-person meetings and participate in conference calls.   

All members are expected to participate throughout the duration of the process.  However, any member may withdraw from the Workgroup at any time. In the event a member decides to withdraw from the process, he or she will be asked to document the reasons for their withdrawal and may be replaced by the Coordinating Councils with another representative of similar expertise and interest.  Further expectations are described in the Ground Rules. 

Alternates 

In the rare event that a designated member is unable to participate in a particular meeting or conference call, another person from that member's organization (i.e., utility, Agency, state, or association) may attend the meeting in his or her place as an alternate.  It is the responsibility of the Workgroup member to ensure that any alternate is fully briefed and prepared to participate in Workgroup deliberations and decision making on behalf of the member and the member's organization.  

Co-Chairs 

To facilitate close coordination with the SCC and GCC throughout the process one co-chair will also be a full voting member of the SCC and the other co-chair will be from EPA and represent the GCC.  The co-chairs will strive to represent not only their own views but also the views of their colleagues from the SCC or GCC, respectively, and the views of their colleagues on the Workgroup.   

The role of the Workgroup co-chairs is to:  

open and close meetings; 

work with the facilitation team to run meetings and keep deliberations on point and on schedule; 

assist in consensus building; 

make decisions about subject matter experts;  

make final decisions about process, scope, and schedule in accordance with the Charter;  

ensure coordination between the Workgroup and the SCC and GCC; and 

work with the facilitation team between meetings.   

Subject Matter Experts 

Subject matter experts may participate in the Workgroup as needed.  Subject matter experts advise the Workgroup, but do not participate in Workgroup decision-making.   Any Workgroup member may request a subject matter expert.  However, the final decision on whether to provide particular subject matter experts is to be made by the co-chairs.  The DHS CIPAC office will be notified of any subject matter experts. 

II. Decision Making Process 

Consensus 

The Workgroup intends to use a collaborative, problem-solving approach in their work.  The Workgroup will strive for consensus among participating members.  Consensus is defined as decisions that all participants can "live with."  Consensus will be assessed using a variety of techniques including discussion, "straw polling," and review/acceptance of written documents.   

If the Workgroup has trouble in reaching consensus on a particular issue, the co-chairs will work with the membership to seek common ground. For procedural items (e.g., a change to the CIPAC work plan or Charter scope) the co-chairs will make final decisions, as needed.  For substantive items, if common ground cannot be achieved after discussion, the co-chairs will document the divergent views and forward them to the SCC and GCC for resolution.  After the divergent views are forwarded to the SCC and GCC, each Council would first come to resolution independently, the SCC would use their decision making process and the GCC would use theirs. After each Council resolves the issue within their own body, the SCC and GCC would come together to reach consensus and a final resolution. 

Rules of Engagement 

Successful consensus building depends on mutual respect and careful listening among members.  Meetings and conference calls will be structured to support a respectful atmosphere, encourage the development of trust and understanding, and provide for participation of all Workgroup members.  Workgroup members are encouraged to frame observations in terms of needs and interests (e.g., it is critically important to my utility that security sensitive information is kept confidential) rather than positions (e.g., it is not acceptable under any conditions to release security sensitive information from this utility). Opportunities for finding solutions increase dramatically when discussion focuses on needs and interests.  

Meetings 

Meetings of the Workgroup will be closed to the public.  A schedule of meeting dates and times will be developed by the facilitator who will work towards scheduling meetings at times when all Workgroup members can attend. 

Reporting 

The Workgroup will develop a report documenting their process and decisions.  This document will be provided to the full CIPAC.  Once the full CIPAC concurs with the report, it will forward the document to EPA and DHS for use with the Water SSP/NIPP framework.     

III. Facilitation  

A neutral, third party facilitation team will support the Workgroup.   

The facilitation team will work with the Workgroup Co-Chairs to: 

develop draft meeting agendas, materials, and summaries, draft reports based on the Workgroup's decisions and develop supporting documents; 

facilitate Workgroup meetings to ensure that the perspectives of all members come forward, to maintain a respectful atmosphere, and keep discussions on track and on schedule;  

work with members between meetings and conference calls to support understanding and consensus building;  

work with members to identify, organize, synthesize, and provide information and other material needed to support deliberations;  

support any necessary decision making; and 

coordinate activities between EPA and DHS.  

IV. Meeting Materials and Documentation 

The facilitation team will strive to distribute meeting agendas and supporting materials at least one week before meetings and conference calls.  Summaries of key discussion points, tentative areas of agreement and action items will be prepared by the facilitation team and provided to members for review.  These summaries should be distributed within two weeks of meetings and conference calls.   Final summaries will be distributed after incorporation of member's comments. 

Documents shared in Workgroup meetings may be subject to the Freedom of Information Act.  All documents produced by or on behalf of the Workgroup are to be handled in accordance with Chapter 3.0 of the CIPAC Operational Guidance, "Document Handling and Protection." 

Electronic communication mechanisms (largely email) will be used to the greatest extent possible to distribute meeting materials, summaries, and references. 

V.  Security Sensitive Information 

Definition of security-sensitive information   

For purposes of Workgroup deliberations, security-sensitive information is:  (1) information on system-specific, attributable tactical security procedures; and (2) integrated or aggregated detail on security (e.g., by aggregating information from previous un-aggregated sources) that creates a clear picture of a specific strike opportunity.  Information that is already available in the public domain in the same form and at the same level of detail discussed by the Workgroup is not security sensitive. 

Procedures for discussion of security-sensitive information 

The following procedures will be used for discussion of security-sensitive information. 

Workgroup members who choose to raise or discuss security-sensitive information will indicate that they consider the information they are sharing security sensitive.  Unless permission is given, Workgroup members will not discuss such information outside Workgroup meetings.   

The general topics of discussion covered during the meeting will be documented in the meeting summary; discussion details will not be summarized.  

Any security sensitive meeting materials that are distributed during the meeting will be collected at the end of the meeting unless the Workgroup decides that the materials are suitable for public disclosure. 

The Workgroup will evaluate discussions at the end of the meeting and determine if security-sensitive information that was discussed requires protection going forward.  A low threshold for identification of security-sensitive information is appropriate, and any participant can distinguish information as security sensitive. 

Limiting use of security-sensitive information   

To maximize the usability of their Report, the Workgroup will strive to limit inclusion of security sensitive information in the written materials they consider and produce.   VI. Communication with the Press 

The way in which Workgroup deliberations are publicly characterized will affect the group's ability to function effectively. Workgroup members should refer inquiries from the press to the co-chairs of the Workgroup or to final meeting summaries or other final materials.  Individuals who choose to speak with the press should limit their remarks to personal views and to refrain from characterizing the views of, or attributing comments to, the full Workgroup, other individual members, or the SCC or the GCC. 

WORKGROUP Ground Rules 

This documents sets out the ground rules the Workgroup intends to follow. 

All members of the Workgroup have equal representation and equal opportunities to participate. 

Discussions will stay within the objectives and scope of the Workgroup Charter, dated _____________; conduct and protocols at meetings will be consistent with the Workgroup operating procedures dated _____________________. 

Participants will strive for honest and direct communication, allow open discussion and the right to disagree, and look for opportunities to find common interests, agreements, and solutions.   

Participants will focus on clarifying their own views and interests; they will refrain from characterizing the views of other participants especially in conversations with the press. 

Participants and/or the facilitator may request a caucus break at any time during a meeting.  In order to keep the flow of meetings on track, individual caucus breaks may not exceed 15 minutes 

The facilitator is a neutral third party with no stake in the outcome of the project.  Ross & Associates will structure meetings to support a respectful atmosphere and the development of trust among participants.  

Meetings are expected to start and end on time.  

