National Rural Water Association
Washington, DC
[p] 202-742-4416
[f] 202-742-4422
[e] water@ruralwater.org

TO: Ranking Member Inhofe, Chairman Thompson, Chairman Price and
Chairman Dingell

FROM: Mike Keegan and John Montgomery

DATE: March 4, 2008

RE: The Federal Government’s Drinking Water Security Programs

We are writing to ask for your assistance in directing the federal government’s agencies with
responsibility for implementing drinking water security programs to adopt initiatives that are most
economical, effective, and simple for compliance in small and rural communities. As you know,
small communities with limited economies of scale can least afford and deal with new complex
federal regulations and any potential fines for non-compliance.

In addition to issues highlighted in the attached memoranda to Congress and the Department of
Homeland Security (DHS), we are urging the Environmental Protection Agency and the DHS to
implement the Risk Analysis Method for Critical Asset Protection plan (RAMCAP) in a manner
workable and cost-effective in small communities. Small communities make up over 90% of the
country’s approximately 50,000 community water supplies and have the least ability to pay for
additional federal initiatives. However, the EPA informed us on February 12, 2008, that the agency
would rely on one particular security model (the V-SAT model) to implement RAMCAP in all the
country’s small and rural communities.

The problem with this agency decision is that most all-small communities utilized a different, less
expensive, and simpler security model to complete their Vulnerability Assessment plans under the
2002 Bio-Terrorism Act — and would prefer to build on that model to conduct RAMCAP in their
water supplies. Allowing small communities to use their preferred model to implement this new
federal directive would save local funds and significantly decrease the complexity of RAMCAP
implementation. The small community preferred model (the SEMS model) could be easily
modified to allow small communities to move through the RAMCAP plan. However, EPA has
decided to only provide funding for modifying the model (V-SAT) that was not widely used by
small communities and is more complex (and likely more costly) for small communities. To
complete an RAMCAP method that relies on V-SAT, small communities would have to reconstruct
their Vulnerabilities Assessments (already completed and filed with EPA) in a far more complex
manner that, in many cases, will be beyond small communities' technical capacities.

We appreciate your continued help and support in making federal unfunded mandates as reasonable,
economical, and simple as possible. We believe the EPA (and the other federal agencies) should
prioritize allocating their funding resources to the portion of the regulated constituency most
adversely impacted by their regulations. In this case, the cost of implementing security measures,
such as the Vulnerability Assessment and RAMCAP plan, is far more costly per household in small
communities versus large community — and this should result in EPA targeting their resources to
reduce burden in the small communities.

Thank you and please contact us with any questions.



TO: Jerry Couri, Subcommittee on Environment and Hazardous Materials
Michele Nellenbach, Environment and Public Work Committee

FROM: John Montgomery, Mike Keegan, and Ed Thomas

DATE: October 16, 2006

SUBJECT: Federal Security Issues Regarding Water/Wastewater Supplies

What we have been discussing within the rural water membership is which federal agency (EPA
or DHS) would be the better agency to work with (from our perspective), for advancing water
security in our constituency — small and rural water and wastewater supplies.

We have not considered the question; whether or not DHS can become the lead federal agency
for water security or wastewater security, legislatively or administratively.

Our internal discussion is predicated on two main themes (1) positive initiatives within DHS for
water security (local government initiatives) and (2) an ad-hoc evaluation of the efficacy of
EPA’s security polices and initiatives.

Small and rural communities have been encouraged by recent DHS security initiatives to work
collaboratively with industry sectors in “partnerships” to enhance security — and utilize the
established rural water outreach network to implement federal priorities (i.e. the NIMS project
that the DHS has voluntarily initiated in Texas using the rural water outreach network and SEMS
vulnerability assessment model utilized by most all small communities).

On the other hand, we have not seen a similar effort by EPA to work in partnerships with small
communities or target their resources to the most effective security initiatives in small
communities. We recognize that the EPA has used its resources and policy discretion as they see
fit. This is perfectly legal and acceptable, however, small and rural communities believe that
EPA should adopt a less uniform centralized approach to water security — and focus more of their
resources on initiatives that are most successful in small and rural communities.

We do not think the uniform and/or regulatory model (EPA’s institutional mission and history
under the Safe Drinking Water Act & Clean Water Act) is the most effective for water security.
The most protective security plans rely on local responsibility. Without the support of local
people, no amount of outside oversight will secure each community’s greatest vulnerabilities.
Only local experts (water managers, police, mayors, councils, city managers, long-term
community leaders, etc.) can identify the most pressing vulnerabilities in any community, and
the most effective security and surveillance plans. Some vulnerabilities can be as specific as
“where an extra set of keys are hanging in the office.” The possibilities are infinite.

The Committees’ Bio-Terrorism Act of 2002, acknowledged that the traditional EPA federal
regulatory model was not appropriate for water security. We are grateful to the Committee for
this — which has been very positive for advancing water security.

However, we think that in some of the key implementation efforts under the Bio-Terrorism Act
(and other federal water security policies including Katrina and Rita relief efforts) EPA has not
adequately established successful partnerships, targeted its security resources, recognized the
most successful security initiatives at the local level, provided disaster relief “assistance,” and
understood the Congressional intent of the Bio-Terrorism Act. As a result, the main source of
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compliance help, security and emergency response planning assistance, and communication in
small water supplies — now operates outside of the federal governments’ efforts.

We have included a few examples of these conclusions:

Providing disaster relief assistance: as explained in our testimony before the
Subcommittee on Environment and Hazardous Materials, EPA’s efforts in disaster relief
were focused on a uniform in-depth assessment of every water supply (including areas
that were not significantly impacted) and monitoring for disinfection compliance.
According to impacted communities this showed a lack of understanding of what is
needed by a small water supply in an emergency — and was not helping meet their
immediate water needs which were a rapid triage assessment, on-site technical expertise,
emergency energy & operations assistance, parts & technical repair, labor, etc. See, the
McGuyver quote from Florida Rural Water’s Gary Williams. [Source:
http://www.ruralwater.org/katrina/]

Recognizing the most successful security initiatives are at the local level (and
Congressional intent of the Bio-Terrorism Act): EPA is sponsoring a federal advisory
panel that includes EPA staff as sitting participants (Finding of the Measures Testing
Group of National Aggregate Measures of Water Security,
www.epa.gov/safewater/ndwac/securityworkgroup.html). This panel is moving forward
on endorsing a program that seems contrary to the limited federal oversight authorities in
the Bio-Terrorism Act. The panel is moving forward with a federal program for
communities to report on the content of their security plans (including vulnerability
assessments) and procedures for a method of measuring the success or progress of local
security plans. As participants on this “advisory” committee, EPA staff (along with other
panelists) are advocating for a possible new federal security reporting structure and
possible review of contents of local reports — a plan that was purposefully not authorized
by Congress under the Bio-Terrorism Act. All of this potential reporting and review
remains a voluntary federal program. However, the problem is, if this type of scheme is
adopted by EPA, it would imply that reporting is endorsed and supported by EPA as
necessary to promote security — and the inverse implication would be that non-reporting
communities are not acting accordance with these federal directives. Not only does this
seem contrary to Congress’ delegated authority, it is contrary to what small communities
see as the most effective method of promoting security. As opposed to a uniform
measuring of security progress, small communities support initiated a massive peer-
review effort to show local communities how they can better protect their communities
with a focus on each community’s specific needs and unique vulnerabilities. Such a
concept has been initiated in Kentucky to overwhelming success and has resulted in
communities changing their security practices since they have been convinced it is
necessary.

Targeting of federal security resources and adequately establishing successful
partnerships: The most successful and widely supported EPA requirement to date was
the vulnerability assessment (VA) mandate under the Bio-Terrorism Act of 2002. The
reason we witnessed such massive compliance in such a short time — with minimum local
resentment — was that Congress agreed to have EPA review the contents of each VA (but
agreed to approve certain models and/or criteria to be contained in each VA in advance of
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implementation). This flexibly allowed each rural water association (utilizing the SEMS-
VA model) to walk all their state’s communities through the SEMS model VA and
comply almost immediately. If the federal government had to review the content of each
of these VA plans, this initiative would have never started, still not be completed, have
cost communities far more, have resulted in widespread backlash, and we would have
had a variety of interpretations on which VAs were in compliance. With praise to
Congress — the opposite happened. Most all communities completed VAs, protected their
communities, and are still today improving and advancing ways to protect their
communities. Most all small communities utilized the SEMS assistance approach to
complete their vulnerability assessment for no charge. For example, in Minnesota 85%
of the state’s systems used SEMS to complete their vulnerability assessment. Most other
states are finding similar rates of reliance on the rural water SEMS model. At the same
time, many consultants where charging 2-10 thousand dollars to complete a vulnerability
assessment for small communities. EPA did not query the database of communities
competing vulnerability assessments in order to discover which models and outreach
initiatives were most effective. We asked EPA to conduct such a query, however, the
request was denied. EPA has sponsored and funded the development of other assistance
software models that were more costly to complete, less utilized, and more costly to
develop. The SEMS software developers (who are not water experts) have fielded over
1,500 phone calls from communities who needed technical help to complete the
vulnerability assessment. This ad-hoc assistance is operating independent and outside of
EPA and the federal governments security efforts — and has become the main authority on
how to comply with the EPA requirements. This success of the rural water SEMS
approach could be repeated in new and future rules/initiatives (wastewater security,
chemical storage security, GWR, Stage II’s IDSE, watershed trading, peer-review
assessments, etc.) if EPA endorsed and supported this type of partnership. However,
EPA has not adopted a supportive policy for this approach. In 2002, EPA did not support
a proposal from NRWA to develop (and fund) the SEMS approach. In 2003, EPA did
not support a proposal to expand the SEMS approach to wastewater security protection —
and opposed USDA’s effort to expand the SEMS approach for wastewater security
protection (which is now moving forward over EPA’s opposition). In 2006, EPA did not
support a proposal from NRWA to expand the SEMS approach for the ground water rule.
In 2006, EPA did not endorse the SEMS approach for helping small communities comply
with monitoring requirements under the Stage Il disinfection by-products rule (IDSE).
One small community in South Carolina has been charged over a thousand dollars, by a
consultant, to complete their IDSE plan — when the SEMS approach would have allowed
them to complete the plan for no charge.

Being able to effectively communicate with local water supplies: Local security plans
and enhancements need to be adopted with full support of the local community we are
trying to protect. The SEMS approach, combined with the rural water outreach is the
main source of security assistance (and Bio-Terror Act of 2002 compliance assistance) in
small communities. As our in-the-field experience and surveys show, there is not an
effective federal government communications effort with small communities regarding
water and wastewater security. This was the finding of EPA’s own internal report 5 years
ago and not much has changed. Our field survey found virtually no small water system
has any knowledge of any EPA security personnel (nor have they received any security
planning assistance from the U.S. EPA) [source:
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www.ruralwater.org/securitysurvey.pdf]. For example, most of the Threat Assessment
documents that EPA was required to deliver to water systems never made it to the small
systems through EPA’s initial attempt. In 2002, EPA mailed water systems a letter
detailing how they could gain access to EPA's Threat Assessment material. Systems
were told to reply to the letter by faxing or emailing a request for a password to download
the Threat Assessment from the water-ISAC or having it mailed to the system. Our
experience shows that many small systems did not receive EPA's letter in October for a
number of reasons: many of EPA’s addresses were incorrect, the letters never made it to
the correct local officials upon delivery, many systems could not get the fax to go through
and stopped trying after a number of attempts, after having replied to the letter by fax,
many systems did not receive a follow-up password, or received a password that did not
function, or could not access the document on the internet, etc. After having heard
numerous cases of systems not knowing about the threat assessment (or not having been
able to get it through the password process), rural water advised systems to try again to
get the Threat Assessment by using a new fax number, a new simpler form, and

providing systems technical assistance to complete the transaction. In the course of two
weeks, through their daily technical assistance contacts, Illinois Rural Water Association
found over 25 small systems that had not been able to procure the Threat Assessment
document. In Illinois, the rural water field technician worked with all these small
communities to correct the problem. EPA staff told us that, after the rural water field
staff addressed the issue, EPA has received a "wave" of requests. During a local rural
water security training session at the time, one state association found that the majority of
the systems, over 3,300, said they did not receive a letter from EPA. The difficulty in
communicating continues. We are working to avoid the belief in small communities
where locals often don’t see the EPA as a partner with a common security mission, but
rather as a bureaucracy that has to be dealt with — and a distraction from solving local
priorities. To enhance the federal government interest in better communicating with local
small water supplies on security issues, we are interested in discussing a communications
partnership between the federal government and rural water associations. Much of this
effort has stated in the Gulf States through independent mutual aide networks (source:
www.ruralwater.org/emergencynetworkrelease.pdf). By relying on state associations to
execute the communications in an emergency, the system stays “on” continually because
their state association is continually in contact with the local water supplies even when
there is no crisis. This ensures that the same people supplying the federal government’s
information (in a crisis or in an ongoing manner) are the same people that the local water
systems naturally turn to for help and advice. Also, water supplies are plugged into the
rural training network, which is the main outreach of education in small communities.
For example, Wisconsin Rural Water will conduct dozens of regional training session for
small communities by the end of the year [http://www.wrwa.org/workshops.html].

We appreciate the Committee’s consideration of our concerns and continued assistance. We
would like to expand this grassroots approach to: implement the DHS NIMS in small and rural
water and sewer supplies, to have every facility with significant chemical storage adopt
responsible protection measures, implement a wastewater vulnerability assessment effort, review
each vulnerability assessment with a peer-reviewed analysis — and make recommendation for
additional local security enhancements, and make more of this information (where appropriate)
available to the public.
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National Rural Water Association
101 Constitution Ave., NW Suite 900
Washington, DC 20001
[p] 202-742-4416
[f] 202-742-4422
[e] water@ruralwater.org

TO: Jan Mares, U.S. Department of Homeland Security
FROM: John Montgomery and Mike Keegan
DATE: August 3, 2007

SUBJECT: Securing Local Water Supplies

As you know, local water supplies are critical to public health protection, sanitation, fire fighting,
and emergencies facilities like hospitals, etc. They have been identified by DHS as one of the
country's 17 critical infrastructure sectors and in need of federal protection. The National Rural
Water Association (NRWA), over 25,000 small and rural community members, is actively
advancing security in the country's small and rural drinking water and wastewater supplies. Small
and rural communities have been encouraged by recent DHS security initiatives to work
collaboratively with industry sectors in "partnerships™ to enhance security - and utilize the
established rural water outreach network to implement federal priorities. We are interested in
further partnering with the Department of Homeland Security to enhance security within our
constituency. The following summaries characterize our efforts and thoughts on:

Implementing the Bio-Terrorism Act of 2002 (EPA Vulnerability Assessments)
Securing Gaseous Chlorine in Small Water and Wastewater Supplies
Implementing the National Incident Management System in Small Water and
Wastewater Supplies

Measuring Security Progress in Small Water and Wastewater Supplies
Implementing Vulnerability Assessments and Emergency Response Plans in
Small Water and Wastewater Supplies not covered in the Bio-terrorism Act
Implementing a Security Communications Network and Effectively Targeting
Federal Resources in Small Water and Wastewater Supplies

Implementing the Bio-Terrorism Act of 2002 (EPA Vulnerability Assessments)

NRWA developed a specially designed vulnerability assessment model and implemented an
outreach program to ensure compliance and assist water supplies in completing their vulnerability
assessments (as required under the Bio-Terrorism Act of 2002). This EPA approved - rural water
model (programmed into the simple SEMS software application that was distributed to small water
supplies, www.semstechnologies.com) allowed for immediate and simple compliance including
electronic compliance filing. This software application has been modified/expanded to incorporate
additional security modules including: wastewater SEMS, emergency response plans, DHS NIMS
compliance, etc. EPA claims that upwards of 90% of the small systems used the rural water model
to complete their vulnerability assessment. The success of this security and compliance effort was
largely a result of the federal-local partnership that relied on the existing rural water network of
local assistance, local government support, and useable/economical software application to
complete the federal mandate. State rural water associations assisted communities in the



completion of the vulnerability assessments through regional training workshops and direct on-site
assistance (i.e. www.ruralwater.org/reporttocongress/chapter3.pdf - p. 11). This resulted in massive
compliance and support for the assessments. NRWA received a one-time $2.0 million
congressionally directed appropriation to carryout this initiative. We have been urging EPA and
DHS to build on the success of the vulnerability assessment effort and use it as the model for all
federal security efforts in securing small drinking water and sewer supplies.

Securing Gaseous Chlorine in Small Water and Wastewater Supplies

Thousands of small communities rely on gaseous chlorine for public health and environmental
protection - in treating drinking water and wastewater. Gaseous chlorine is often the key ingredient
in ensuring the safety (disinfection) of local drinking water supplies - preventing waterborne disease
outbreak. Additionally, this chemical is often the most effective disinfectant in eliminating
microbiological pathogens from municipal wastewater effluent flowing into U.S. waters. NRWA is
aware of the security risks associated with gaseous chlorine storage and transportation and we are
assisting communities limit these risks through our expert field technicians in each state. However,
there is no comprehensive national approach to address risks of gaseous chlorine at the local level.
NRWA would be eager to implement such an initiative in partnership with the Department of
Homeland Security. Such an initiative would be relativity simple to implement in the country's
small water supplies through an expansion of the already adopted vulnerability assessments. We
believe a simple planning and educational model could be adopted (in consultation with federal
agencies, state agencies, and local governments). This program would be implemented similar to
the vulnerability assessments in a matter of months using the rural water network and existing
software that already contains the data for EPA's initial vulnerability assessments. Such a model
would likely consist of: a local evaluation of the risk tradeoffs of gaseous chlorine storage versus
the reliability of disinfection of alternatives, assistance and review of local security measures for
storage and use of gaseous chlorine, assistance in changing to alternative treatments where
appropriate, a mechanism for cataloguing the users of gaseous chlorine, and a metric to measure
national progress in implementing the gaseous chlorine security plans in those communities.

Implementing the NIMS in Small Water and Wastewater Supplies

DHS and one of our state associations (Texas Rural Water Association - TRWA) have agreed to a
partnership and initial contract to implement the DHS' new emergency response systems (the
National Incident Management System - NIMS) in small community drinking water supplies. This
project has allowed implementation of NIMS to be practical and economical by expanding the
SEMS vulnerability assessment application to include a new NIMS planning component, which
upon completion, allows small communities to become NIMS compliant in Texas. The NIMS plan
allows local water supplies to respond to natural disasters and any threats to security including
terrorism (water contamination and disruption). It also establishes the local, state, and national
coordination of first responders and other relief services. According to DHS, implementing the
NIMS security plans in the country's critical infrastructure is a priority for national security. This is
the first plan and partnership to move forward on a method for protecting one of the country's 18
specific critical infrastructure identified in the Homeland Security Presidential Directive (HSPD)-7
and the National Infrastructure Protection Plan (NIPP). The initial agreement between DHS/TRWA
(February 16, 2007) was piloted in Texas. It was met with wide support in Texas drinking water
supplies because the partnership agreed a tailored guidance for water supplies to adopt the NIMS
plan by expanding the water supplies current Vulnerability Assessments to be NIMS compliant.

We are eager to expand this effort to all communities and provide the necessary on-site assistance to
ensure local adoption of NIMS.



Measuring Security Progress in Small Water and Wastewater Supplies

The 2007 Water Sector Specific Plan of the National Infrastructure Protection Plan (NIPP),
coordinated by the Department of Homeland Security (DHS) provides the framework for
integrating Water Sector critical infrastructure and key resource protection efforts into a unified
program. This effort includes the objective of measuring advancements in protecting the national
water suppliers.

"The vulnerabilities, event consequences, and capabilities of typical small utilities are substantially
different than larger utilities. Provided a small utility is not serving a critical facility, the tools and
metrics it uses will of necessity be simpler, less resource intensive, and consistent with the lower
likelihood that it will be a target of terrorist attack. However, small facilities that have higher
exposures to natural disasters (e.g. coastal utilities or those in hurricane zones) may need somewhat
more elaborate response and recovery plans. The most effective measures for small systems will be
evaluated through the CIPAC process and will rely heavily on the vulnerability assessment and ERP
tool used by the majority of small systems." [Water Sector Specific Plan]

Currently, NRWA is developing a set of straight-forward and understandable metrics that will give
federal agencies and policymakers usable data/results on measuring such progress. Similar efforts
have already been conducted, ad hoc, through our state rural water associations' peer-reviews and
follow-up vulnerability assessment implementation reviews. In the coming weeks, our analysts will
develop uniform metrics to measure security progress in small water suppliers and conduct a
sampling of actual water suppliers to measure progress and test the metrics. We would encourage
federal input on the content of the metrics and partnerships with NRWA in completing such a
measure in small water suppliers in the country. Again, such an initiative would be relativity simple
to implement in all the country's small water suppliers through an expansion of the already adopted
vulnerability assessments and additional in-the-field resources.

Implementing Vulnerability Assessments and Emergency Response Plans in Small Water and
Wastewater Supplies not covered in the Bio-terrorism Act

The Department of Agriculture is prioritizing security advances and the adoption of vulnerability
assessments in water suppliers, within their funding programs, in communities less than 3,300
populations (a total of 8,986 water supplies). This USDA initiative that is operating in partnership
with state rural water associations - and relying on the SEMS vulnerability assessment application
for water, wastewater, and emergency response plans - has resulted in the completion of
vulnerability assessment in 58% of the applicable water supplies. This is one of the most successful
approaches in implementing security plans in small communities and reflects that a non-regulatory
approach can be more successful than a regulatory approach. Also, non-regulatory approaches
ensure local support of participating communities in adopting security plans, which is the most
critical element in security plans.

Implementing a Security Communications Network and Effectively Targeting Federal
Resources in Small Water and Wastewater Supplies

Rural water association networks have been the main source of assistance in emergency response in
small and rural communities. In the most recent and severe case this summer, rural water
technicians are the lead assistance in Greensburg, Kansas in restoring the drinking water and
sanitary sewer service to that tornado stricken small community (providing water to the temporary
hospital, housing units, and the community in time). This was also the case in the response to the
hurricanes in the Gulf Coast where the hundreds of small and rural communities replied on



assistance from the local and surrounding state rural water associations for immediate assistance in
restoring drinking water and sanitation service. However, there is not an effective federal
government communications effort with small communities regarding water and wastewater
security and disaster relief. This was the finding of an EPA internal report 5 years ago. Our field
survey found virtually no small water system has any knowledge of any federal security initiatives
[www.ruralwater.org/securitysurvey.pdf]. To enhance the federal government interest in better
communicating with local small water supplies on security issues, we are interested in discussing a
communications partnership between the federal government and rural water associations. Much of
this effort has been initiated through independent mutual aide networks
(www.ruralwater.org/emergencynetworkrelease.pdf). By relying on state associations to execute
the communications in an emergency, the system stays "on" continually because their state
association is continually in contact with the local water supplies even when there is no crisis. This
ensures that the same people supplying the federal government's information (in a crisis or in an
ongoing manner) are the same people that the local water systems naturally turn to for help and
advice.



TO: Chairman Thompson, House Committee on Homeland Security

FROM: Mike Keegan, Analyst, National Rural Water Association

Kirby Mayfield, Executive Director, Mississippi Rural Water Association
DATE: January 28, 2008
RE: Small Community Regulation Under Chemical Safety Legislation

We are very grateful for your continued support for providing economically disadvantaged
rural and small communities in Mississippi (and the other states) with U.S. Department of
Agriculture water grants and low-interest loans, to build and improve drinking water and sanitation
to rural America. This grand enterprise of providing safe drinking water and sanitation to rural
areas, through USDA funding, has resulted in dramatic improvements in rural public health, a clean
environment, and economic development. We want to thank you and acknowledge your unique and
unparalleled leadership in Congress to sustain this funding. We also thank you for personally
visiting hundreds of small towns in your District to make grants announcements, ensure
communities are assisted, and even bringing other Members of Congress to disadvantaged,
communities in Mississippi, to make them aware of the need.

According to USDA, many rural communities still cannot afford to provide water to all
residents and maintain sanitation systems - leaving thousands of families to haul water, rely on
shallow wells, or use unsafe supplies. Unlike other environmental funding programs, USDA targets
its funds to the smallest, most economically disadvantaged communities. As a result, the program
has become the backbone of compliance with environmental mandates and increased public
health/economic development in rural areas.

We are writing on behalf of over 27,000 small and rural communities in the National Rural
Water Association. Regarding the chemical safety legislation being considered by the Committee,
rural America needs your help. We urge you not to treat small local communities like chemical
companies. We would be grateful for your support in exempting small local governments (drinking
water and wastewater utilities) from this legislation or modifying the legislation to assist small and
rural communities with security enhancements versus authorizing new, overly complex regulations
that are backed up with fines on small, financially struggling local communities.

Enclosed is a list of all the small and rural water communities in your District that will be
regulated under the legislation being considered by the Committee. Also enclosed, are a few
profiles of the water and wastewater supplies in some of these communities published by
Mississippi Rural Water Association’s Circuit Riders. Many of these communities rely on gaseous
chlorine to make their drinking water safe. This very effective, safe, and economical type of
drinking water disinfection could be mandated to be changed under the proposal legislation, which
could result in a step backward for public health protection in these communities that we have
worked so hard to get to where they are today. As you know, Mr. Chairman, many of these
communities are economically disadvantaged and can least afford and deal with new complex
regulations and any potential fines for non-compliance.
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Providing the Department of Homeland Security with the authority to fine small town
officials (often local volunteers, teachers, mayors, doctors, retired citizens, farmers, etc.) thousands
of dollars a day for not complying with regulations designed for chemical companies, fails to
recognize the fundamental differences between the chemical companies and small local
governments. Local governments (water and wastewater systems) are owned and operated by local
consumers — the people who we are trying to protect. We have no profit incentives like businesses.
By our very nature, they strive to take every possible action to protect consumers -- themselves.

Progress in drinking and wastewater security in small communities is more of a
RESOURCE problem than a REGULATORY problem. Ensuring the best possible security
protection in small communities means; (1) ensuring that limited resources are allocated in the most
effective manner and (2) locally-elected leaders support security plans. The right approach for
long-term progress relies on promoting local support, local education, and available resources. The
problem that occurs under a regulatory approach is that it forces the adoption of uniform standards.
This results in unintended consequences forcing many communities to spend limited resources on
actions they don’t see as improving their security at the expense of more important security actions
that are unique to their communities. This is occurring under the DHS National Incident
Management System (NIMS) where small communities are required to comply with NIMS training,
protocols, and procedures that are not helpful, nor necessary, to protect their particular community.
This costs communities time, money, and resources — and promotes the impression that federal
security mandates are more unnecessary bureaucracy that channels local resources away from local
priorities.

A federal framework for enhancing security should not start by putting everyone under a
regulatory scope and making them prove (comply) their way out of the scope. It should provide
resources and identify on an ad-hoc basis specific cases of local officials not living up to their
public responsibilities. After such identification, the local political process would work faster and
more economically at correcting deficiencies than a federal civil enforcement action. Plus, the local
process promotes local responsibility for protecting their resources.

We have recently started to develop a best practices chemical supply society model, to be
implemented in every community in the country. Industry, government, and security experts
designed the initial model. We are now in the process of sharing the model with the Department of
Homeland Security (DHS), the Environmental Protection Agency, and interested stakeholders, and
we are actively looking for comments on ways to improve the model to be more protective. We
would be eager to provide your Committee with a briefing on the content of the model at your
convenience. Communities may begin to implement the model as soon as February 2008.

This effort is the most protective method to be identified for safeguarding local water supplies’
chemical facilities — it will be more protective than extending the DHS current Chemical Facility
Anti-Terrorism Standards, or a new Inherently Safer Technology program over water supplies for
the following reasons:

e The model plan includes assessment and recommended security measures for all sized
communities regardless of how small the quantity of materials they may have on site.
Smaller facilities may pose less risk, however, they should be taking precautions to secure
limited chemical supplies.
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e In additional to walking communities through key security measures including tracking of
chlorine tanks — communities must review their disinfection choice to ensure that it is the
safest possible method of disinfection that can provide the necessary public health
protection. These decisions could be reviewed by local citizens, state agencies, and federal
agencies. No federal agency has identified a principal on how they could make these
decisions. Itis likely that local experts would have more knowledge and expertise to make
these decisions, which will be unique in each community.

e The model is specifically tailored to focus on measures that are necessary and relevant in
community water supplies, versus a commercial chemical facility making it more detailed,
and more targeted for protection water supplies.

e Because the model is locally tailored to address each community’s particular vulnerabilities,
it promotes local community responsibility, which is essential to ensure protection.
Responsible and vigilant local experts (water managers, police, mayors, councils, city
managers, long-term community leaders, etc.) can best identify the most pressing
vulnerabilities in any community and the most effective security plans. Some vulnerabilities
can be as specific as where an extra set of keys is hanging in the office - and the possibilities
are infinite. Any national chemical security initiative should result in communities
enthusiastically focusing on enhancing local security based on local risk, and not result in
communities striving for compliance and sacrificing the larger objective of innovative
security plans. Local government should have the primary role and responsibility of
ensuring security in their communities and the federal government should promote and
assist with security measures.

e Upon completion of the model, each community will have a documented security plan that
can be verified and open to public review as appropriate. Federal authorities can easily track
which communities have taken the initiative to secure their chemical supplies. The contents
of each plan can be held locally and be combined with each communities’ vulnerability
assessment and emergency response plans.

We appreciate your understanding that advancing security in local communities is
fundamentally different from businesses. Local communities’ security and planning decisions are
already accountable to the local public. Also the mission of every community water supply is
protection of public health and ensuring local resources are most effectively allocated. By design,
every community strives to take all necessary protection, however, they are often in need of
financial, administrative, and technical resources — addressing security concerns for local
governments is more of a resource problem than a regulatory problem. The model (and the
outreach provided by our professional associations) will promote local assistance, education and
technical assistance, which is more appropriate than fines and penalties for communities whose only
mission is the protection and safety of their citizens.

We would be grateful for your support in exempting local governments from new regulatory
legislation to regulate the chemical security or modifying the legislation to assist small and rural
communities with security enhancements. Thank you for considering the exceptional circumstances
of small communities. Please contact us with any questions.
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